In recent years heating in Poland has been transformed as a result of the priorities of the country's energy policy implemented within the European Union. The increase in energy security, the development of renewable energy sources and the fulfilment of legal and environmental requirements are very important. Exploitation of district heating systems should ensure reliable and safe heat supplies for industrial and municipal customers with high energy efficiency and reduction of environmental impact. The article discusses the conditions and directions of centralized heating systems development as well as technical and economic issues, which are important for the security of heat supply. The Author describes selected technological innovations used in the technical infrastructure for heat transfer and modern IT systems which are improving the management of heating systems. The article includes the results of simulation research with use of IT tools showing the impact of selected innovations on the improvement of network operation conditions. Directions of modernization of heating systems in the aspect of increasing energy efficiency and security of heat supply have also been indicted here.
INTRODUCTION
The supply of heat to customers in urban agglomerations in Poland takes place from centralized heating systems, which consist of the following elements (Rak, 2017) :  source that produces heat in the necessary amount with specified parameters,  heating network supplying the heating medium to recipients,  heating nodes transforming the parameters of the heating medium,  indoor installations in heated buildings. The energy policy of the country implemented under European Union regulations has a significant influence on the conditions of functioning and development of heating systems. The basic directions of this policy relating to heat engineering in Poland are:  improving energy efficiency and increasing the efficiency of systems,  sustainable development and increased use of renewable energy sources,  energy security and development of competitive fuel and energy markets,  reducing the negative influence on the environment. The increase of energy efficiency is a priority binding for the implementation of other objectives of the Polish energy policy. For the development of district heating, Directive 2012/27 / EU on energy efficiency, in which the "effective district heating and cooling system" was defined, is significant. This implies supporting the adaptation of existing infrastructure (heat sources and heating networks) for the use and development of high-efficiency cogeneration, including waste heat and renewable energy (Turski and Sekret, 2015) . Improvement of energy safety and efficiency as well as ecological indicators in the area of heat supply require comprehensive modernization and implementation of innovative technological solutions. This applies to all segments forming the local heat market (Jachura and Sekret, 2015; Wojdyga and Chorzelski, 2017) :  heat production -development of cogeneration and trigeneration systems, change of energy production technology, use of fuels with lower environmental load,  heat transfer -construction of intelligent heating networks (smart grid), exchange of pre-insulated pipes networks, automation systems, monitoring and management of network operation, hydraulic regulation, lowering the temperature of the heating medium, heat storage,  building and installation systems at the recipients -implementation of the lowenergy construction standard, thermo-modernization of buildings, modernization of heating nodes, increasing the use of renewable energy sources. The future of heat supply systems is integrated heat networks within general sustainable energy systems using renewable energy sources -4G-hybrid heating networks with reduced performance (Rezaie and Rosen, 2012; Lund et al., 2014) .
SECURITY ISSUES OF HEAT SUPPLY
Ensuring the country's energy security is one of the main priorities of the current energy policy. The main objective is to cover the current and long-term demand of consumers for fuels and energy, while minimizing the negative impact on the environment. The energy security of district heating systems depends mainly on the size of production capacity, the technical condition of the transmission infrastructure and the degree of diversification of the fuel base. Potential external and internal threats affecting, to varying degrees, the security of heat supply to recipients are given in Table 1 . Table 1 . Internal and external factors affecting the energy security of heating systems
Internal threats External threats
 the level of reserves in the heat source,  technical condition of the infrastructure for generating and transmitting heat,  natural aging of materials,  condition of control and measurement devices for monitoring the heating system,  economic and financial situation of the company.
 climatic hazards (temperature, icing, flooding or wind),  interruptions in the power supply,  poor fuel quality and disruptions in its delivery,  failure of the water supply network,  untimely delivery of equipment and materials. Source: own elaboration
TECHNOLOGICAL INNOVATIONS IN THE INFRASTRUCTURE OF HEAT TRANSFER
Introduction of technological innovations in heating enterprises results from market conditions (reduction of power, development of renewable energy and prosumer energy) and the need to ensure reliability of the heating system operation and heat supply efficiency (Turski and Sekret, 2015) . Innovative solutions include modernization of the transmission network infrastructure and installation of control and measurement devices for monitoring and management of the heating network. Energy efficiency and reliability of the district heating network can be improved through (Wojdyga and Chorzelski, 2017) :  reduction of heat transmission losses from heating pipelines,  conducting hydraulic analyses for pipeline systems,  operation of a few heat sources for a joint network in the heating system,  building systems of heat and power cogeneration based on the demand for usable hot water,  using heat reservoirs to balance fluctuations in heat demand. The effect of reducing heat transmission losses in the district heating network as a result of thermo-modernization of overhead networks for the distribution of temperatures in a typical heating season is shown in Figure 1 . Significant reduction of losses in the heating network is possible as a result of lowering the network water temperature for CHP blocks generating heat in combination with electricity. The advantages of low temperature district heating include (Imran et al., 2017) :  reduction of heat losses in the network,  reducing pipeline the thermal stress,  possibility of connecting many renewable heat sources (recipients), 
Heat transmission losses in the network befor thermomodernization Heat transmission losses in the network after thermomodernization
Reduction of heat losses  increased utilization of thermal storage units,  improving the power to heat ratio in the CHP system. The use of an auxiliary heat storage pipe in a low-temperature district heating system enables heat exchange between the heat supplier and the prosumers, who operating their own distributed energy generation unit. This allows to significantly mitigate the inefficiency arising from mismatching of heat demand and supply on the consumer's side (Im and Liu, 2018) . The efficient exploitation of heating systems is provided by control and measurement systems for monitoring and controlling the operation of the network. These are the following solutions (Komosa and Kiedrowski, 2013) :  telemetry used within the technology of pre-insulated transmission networks,  common automation of the operation of heating nodes,  control systems and heat source work programs.
APPLICATION OF IT TOOLS TO MANAGE THE HEAT DELIVERY PROCESS
In the management of heat generation and supply systems, technological innovations rely on the use of IT tools and teletransmission systems (Rak A., 2016) . The use of distributed control systems and SCADA-type packages (InTouch, WinCC, iFIX, etc.) makes it possible to visualize the operation of the heating system and remote control of the operation of individual devices. Visualization systems facilitate ongoing operation and improve the economic efficiency of network management (Rak A., 2018) . The implementation of software packages dedicated to the heating industry ensures ongoing control of the operation status of heating systems and gives the opportunity to analyze static and dynamic states occurring in real conditions. Currently, a number of advanced programs for modeling and optimization of heating networks are available on the market (Olsthoorn et al., 2016) . One of them is the TERMIS program ( Figure 2 ) tested in national heating networks. Fig. 2 . Heating software TERMIS -decision support system (DSS) Source: https://it.kelvin.pl/termis-system-wsparcia-decyzji-swd [access 17.11.2018] In order to reduce costs and improve the energy efficiency of the heat supply process, the optimization of network operation parameters is increasingly used. This involves predicting the future demand for heat and the temperature of the return water on the basis of the forecast outside temperature and the history of process data. On this basis, the supply water temperature and the flow rate are adjusted (Laakkonen et al., 2017) . The optimization of the supply temperature in the heating system using the TERMIS program is shown in Figure 3 . The introduction of market models for heat supply, based on technical parameters and a cost account, enables the improvement of the operational efficiency of the heating system and optimization of investment processes both for a single enterprise and in the whole sector (Sarma and Bazbauers, 2016; Sipilä et al., 2016) . A comprehensive approach to the innovation management process in heating must include not only technological aspects but also organizational solutions and decisionmaking processes (White and Bruton, 2011, Tidd and Bessant, 2018) .
CONCLUSION
In order to ensure energy security and maintain the continuity of heat supplies to customers, domestic heating companies must develop and modernize the infrastructure of heating systems. Current trends in the development of urban agglomerations and low-energy construction in Poland create new challenges and perspectives. They concern the introduction of modern technical solutions and technological innovations. In the dynamically changing environment, coordinating activities undertaken to increase production efficiency and optimize the heat delivery process and provide new services (cold distribution) is not possible without comprehensive business management. The implementation of smart grids and their operation require the use of specialized IT tools. They enable analysis of the demand for individual energy carriers and optimal control of production systems (central and distributed) and energy distribution. Innovative projects through the synergy of the latest technology, IT and telecommunications achievements improve the efficiency and reliability of the network heat generation and distribution processes. The use of specialized software makes it possible to control and optimize the operation of the heating system taking into account changing climatic conditions, which reduces heat loss and increases the energy efficiency of the system.
